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NHO®OPMAIIMOHHAS NTAMSATKA
JJISA OBYYAROLIUXCS T PASMEIIEHUS
HA OOUINAJIBHBIX THTEPHET-PECYPCAX
C kaxabIM rojIOM MOJIOJIEKH B MHTEPHETE CTAaHOBUTHCS OOJIbINE, a MIKOJbHUKU OJTHU
U3 CaMbIX aKTUBHBIX MOJb30Barened Pynera. Mexay TeM, MOMUMO OIPOMHOTO KOJIMYECTBa
BO3MOYKHOCTEM, THTEPHET HECET U MPOOJIeMBbI. ITa MaMsITKa T0JKHA TOMOYb TeOe 6€3011acHO
HAXOJIUTHCS B CETH.
KomnbroTepHbie BUPYChI
KoMIbroTepHBIN BUPYC - 3TO Pa3HOBUIHOCTh KOMITBIOTEPHBIX MPOTPaMM, OTIWYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B TomosIHeHHE K ATOMY,
BUPYCbl MOTYT TOBPEAWTh WM TMOJHOCTHIO YHUYTOXUTh Bce Qailibl U JaHHbBIE,
MOJKOHTPOJIbHBIE TOJB30BATENI0, OT HMMEHM KOTOpOro ObLIa 3amylieHa 3apa)KeHHas
porpamma, a TakyKe MOBPEAUTh WM AK€ YHUUYTOKUTDH OMEPAIMOHHYIO CUCTEMY CO BCEMU
daiinamu B 11e710M. B O0JIBIIMHCTBE CclTydaeB paclpoCTPaHSIIOTCS BUPYCHI Uepe3 UHTEPHET.
MeTtoabl 3aIIUTHI OT BPEAOHOCHBIX POrpamMM:
1. Vcnons3yii COBpEMEHHbBIEC OIEpPaIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBbI YpPOBEHb
3aIIUTHI OT BPEJIOHOCHBIX MPOTPaMM;
2. TloctosHHO YycTaHaBiauBaid madTH (OU(pPOBBIE 3aIlIaTKA, KOTOPHIE aBTOMATHYECCKU
YCTaHABIMBAIOTCS C IEbI0 JOPA0OTKH MPOTpaMMbI) W JAPyTHEe OOHOBJICHHS CBOESH
onepanuoHHoi cucteMbl. CkaunBaid UX TOJIBKO ¢ ouIManbHOro caifta paspadorunka OC.
Ecnm cymecTByeT pexxuM aBTOMaTHISCKOTO OOHOBIICHUS, BKIIFOUH €TO0;
3. PaboTait Ha cBOeM KOMITbIOTEPE TIOJT MMPaBaMHM TOJB30BATENA, a HE aIMUHUCTPATOpA. ITO
HE TIO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX TIIPOTPAaMM HWHCTAJUIMPOBATHCS HAa TBOEM
MEPCOHATILHOM KOMITBIOTEPE;
4. Ucnonp3yit aHTUBUPYCHBIC MPOTPaAaMMHBIE MPOAYKTHI WM3BECTHBIX MPOU3BOAUTENICH, C
aBTOMATHYECKUM OOHOBIIEHHEM 0a3;
5. Orpaanub (HU3NIECKUHN TOCTYN K KOMIBIOTEPY JJIS TOCTOPOHHUX JIHII,
6. Mcnonb3yii BHENIHWE HOCUTENW WH(POpPMAIIMM, Takue Kak uienika, AUCK win daii u3
WHTEPHETA, TOJIHKO U3 TPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBail KOMIbIOTEpPHBIC (haIbl, MOTYyUYEHHBIE U3 HEHAIEKHBIX UCTOYHUKOB. Jlaxe
Te (aitiibl, KOTOPBIE IPHUCIIA TBOM 3HAKOMBIN. JIydille yTOYHU y HETO, OTIPABJISLI JIU OH TeOe
uX.
Ceru WI-FI
Wi-Fi - 510 He Bu nepegaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIL OpeH, Mapka. Eie B
1991 rogy Hunepnanackas kommnanus 3apeructpuponana opera "WECA", uto o603Hauano
cioBocouetanue "Wireless Fidelity", kotopslii mepeBoauTcs Kak "0eCcnpoBOHAsS TOYHOCTD' .
Jlo Hamiero BpeMeHM [omlmia JApyras a0O0peBuaTypa, KOTOpas SBISICTCS TaKOM ke
TexHonorue. Iro abopesuatypa "Wi-Fi". Takoe Ha3zBaHue ObUIO aHO C HAMEKOM Ha
CTaHJapT BBICIIEH 3ByKOBO# TexHuku Hi-Fi, uTo B mepeBoie 03HavaeT "BbICOKAs TOYHOCTD'.
Jla, OecruiaTHBI WMHTEPHET-IOCTYIT B Kade, OTeISIX W adporopTax SBISICTCS OTIWYHOU
BO3MOYKHOCTBIO BBIXO/a B MHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO OOIICIOCTYITHBIC
Wi-Fi cetn He sBsIFOTCS 0€30MIACHBIMH.
CoBeTbl 110 6€30NMaCHOCTH Pa6OThI B 001men0cTYHBIX ceTsix Wi-fi:
1. He nepenanaii cBoro nmnunyto nHpopmarmio uepes obmenoctymasie Wi-Fi cetu. Paboras
B HUX, JKEJIATEIHHO HE BBOJUTH MAPOJIU JOCTYTA, IOTUHBI U KaKHe-TO HOMEPA;



2. Ucnonb3yit 1 OOHOBIIANM aHTUBHPYCHBIE MPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl
obe3omacuiib ce0st OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;
3. IIpu ucnoawszosanuu Wi-Fi otkimoun Gynkiumio "OO0muii 1ocTyn K ¢aitiaM u npuHTepam”.
JlanHast QyHKIUs 3aKphITa IO YMOJIYAHUIO, OJTHAKO HEKOTOPHIE MOJIb30BATENIN AaKTUBUPYIOT
ee 7151 y100CTBa UCIIOJIb30BaHUs B paboTe win yueoe;
4. He ucnonb3yit myoauansiii WI-FI 11 mepenauu TUYHBIX JaHHBIX, HAPUMED JIJIs1 BBIXOJ1a
B COL[MAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO TIOUTY;
5. Ucnonb3yii TosIbKO 3amuiieHroe coenuaenne yepe3 HTTPS, a ne HTTP, 1.e. mpu HaGope
BeO-aapeca BBoau uMeHHO "https://";
6. B moOunbHOM Tenedone otkmoun ¢pyakiuio "lloakmouenne k Wi-Fi aBromatuuecku.
He pomyckaii aBTOMaTh4yeckoro MOJKIIOYEHHs] ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero
corjacusl.
CouuajbHbie ceTH

ConuanbHble CETH AKTUBHO BXOJIAT B HAIly ’KU3Hb, MHOTHE JIIOJM pa0OTAIOT U KUBYT
TaM MOCTOSIHHO, YK€ 3apEerucTPUPOBAaH MUJUIMAP]] YEJIOBEK, YTO SIBJIIETCS OJHOM CebMOMN
BCEX JKUTENEH IUIaHeTbl. MHOTHE TOJIb30BaTeIM HE MOHHUMAIOT, 4YTO HHpOpMaus,
pa3MeIleHHas UMU B COLMAJBHBIX CETSIX, MOXKET ObITh HalJleHa U HCMOJb30BAHA KEM
YTOAHO, B TOM YHCII€ HE 00513aTENBHO C OJIarMMU HAMEPEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COLHMAJIBHBIX CETAX:
1. Orpannys cnucok fpy3ei. Y Te0s B Apy3bsX HE TOJHKHO ObITh CIIyYalHBIX U HE3HAKOMBIX
JIIOJICH;
2. 3amuiiai cBOI 4acTHYIO *u3Hb. He yka3biBail mapoiu, TenedoHsl, aapeca, 1aTy TBOETO
POXKJIEHUS U IPYTYIO JIMYHYIO HH(POpMaLKIO. 3I0YMBIIIJIEHHUKH MOTYT UCIIOIb30BATh JJAXKE
MH(pOpMAIIMIO O TOM, KaK Thl U TBOU POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIbI;
3. 3amuiaii CBOIO pemyTaluio - AEpKH €€ B UNCTOTE U 3a/1aBail cebe BOIpoc: X0Te Obl Thl,
4yTOOBI APYTHE MOJIb30BATENN BUEIH, UTO Thl 3arpyskaemis? [logymail, mpexiie uem 4To-To
OmyOJIMKOBATh, HAITUCATh U 3aTrPY3UTh;
4. Ecnu ThI TOBOPHIILIG C JIFOJIEMU, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE pealibHOE UMS U
JIPYTYIO JINYHYIO HH()OPMAITUU: UM, MECTO JKUTEIbCTBA, MECTO Y4eObl U TIpOYEe;
5. U36erait pasmemenus ¢ororpaduii B luTepHere, r1ie Thl M300pakeH HA MECTHOCTH, TIO
KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHUE;
6. Ilpu peructpammuu B COIMAIBHON CETH HEOOXOIUMO HCIOJIB30BATh CIOXHBIC MAPOJIH,
cocTosire u3 OykB U U(p U ¢ KOTMUECTBOM 3HAKOB HE MeHee §;
7. Jlna comuanbHOM CETH, MOYTHl M JPYTrUX CAWTOB HEOOXOJMMO HCIOJIL30BaTh pPa3HbIC
naponu. Torna ecnu TeOs B3JIOMAIOT, TO 3JIOYMBILUIEHHUKH MOJy4aT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpasy.
JJIeKTPOHHbIE AeHbIH

DJIEKTPOHHBIE JIEHBIHW - ATO OYEHb YJIOOHBIM CMOCOO IUIATEXKEHW, OJHAKO CYIIECTBYIOT
MOIICHHHKH, KOTOPBIC XOTAT MOJYYUTh 3TH JACHBIH.
DNEeKTpPOHHbIE JIE€HBI'M MOSIBWINCH COBCEM HEJABHO MU MMEHHO H3-3a 3TOTO BO MHOTHX
rocyJlapcTBax /10 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.
B Poccun ke oHu GyHKIIMOHUPYIOT U O HUX YK€ TPOIMCAHO B 3aKOHE, TJIe UX PA3CisSIIOT Ha
HECKOJIbKO BHUJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3Hu1ia B TomM, 4TO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3pelaeTcs MPOBOAUTH OmNepanuu 0e3 HACHTHU(PUKAUMK TOoJb30BaTelsd, a B
HEAHOHUMHBIX UACHTU(UKALIMS TOJIb30BATENs ABIIAETCS 0053aTebHOM.
Takke ciemayeT pa3inuyarh dSJIEKTPOHHbIE (DUATHBIE AEHBIM (PaBHBI T'OCYIAPCTBEHHBIM
BaJIIOTAaM) U AJIEKTPOHHBIE HE(UATHBIE IEHbIU (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).
OcHoBHbBIE COBETHI N0 0€30MaACHO padoTe ¢ IJTEeKTPOHHBIMU JIECHbI AMMU:



1. IlpuBsxu K cuety MOOWIBHBINA TenedoH. DTO caMblil yHOOHBIH M OBICTPBINA CIOCOO
BOCCTAHOBUTH JOCTYI K cyeTy. [IpuBsi3anHbIil TenedoH MOMOXKET, eciu 3a0ynellb CBOU
IJIATEKHBIN NTapOJIb WM 3aMICIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA,;
2. Ucnonw3yit ogHopasoBbie nmaposu. [locine nmepexona Ha yCUIIEHHYIO aBTOpHU3AIUIO TeOe
yKe He OyJIeT yrpoKaTh OMACHOCTh KPaku WIIM MepexBaTa IMIaTeXHOTO mapoJis;
3. Beibepu ciioxubii naposs. [IpectynHukam OyJeT He IPOCTO yrajiaTh CIOXKHBIM MapoJb.
HanexHbie maposu - 3T0 Mapoid, KOTOPhIE COIepKaT He MeHee 8 3HAKOB U BKITIOYAIOT B ceOs
CTPOYHBIE U MPOMUCHBIE OYKBbI, IUPPHI U HECKOJIBLKO CUMBOJIOB, TAKUE KaK 3HAK J0JIjIapa,
¢dbyHTa, BOCKJIMIIATENIbHBIN 3HaK | T.11. Hammpumep, $tROng!;;
4. He BBOAM CBOM JIMYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTUS M MPEAOCTABIIEMbIE €0 YCIYTdM MO NEPECHUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPbIE PacHpeeistoTCs B KOMIIBIOTEPHOU CETH.
OOBIYHO ~ DJIEKTPOHHBIM  TMOYTOBBIA  SIIIHUK  BBINJISIAMT — CIEIYIONUM  00pa3oMm:
UMs_TOJIb30BATESI(@UMS_JoMeHa. Takke Kpome IMepeayd MpPOCTOro TEKCTa, MMEeTCs
BO3MOYKHOCThH TepeiaBaTh (pailiibl.
OcHOBHBIE COBETHI 10 0e30macHO# padoTe C IEKTPOHHOU MOYTOM:
1. Hago BBIOpaTh NpaBWIbHBINA MOYTOBBIA cepBUC. B MHTEpHETE ecTh OrpOMHBIN BHIOOD
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE IOBEPSATH TEM, KOTO 3HACIIb U KTO IMEePBHIT
B PEUTHHIE;
2. He yka3piBaii B JNUUYHON moure JuuHyro uHopmarmio. Hampumep, mydie BpIOpaTh
"My3bIKaJIbHBIN _(paHaT@" win "pok2013" BmecTo "temal3";
3. Ucnionb3yii ABYXATaIHYIO aBTOPHU3AINIO. DTO KOT/1a TOMUMO MapoJisi Hy>KHO BBOJUTH KO,
IIPUCBUTAEMBIN 0 SMSS;
4. BpiOepu cnokHbIM Mapoiib. [ KakI0ro MOYTOBOIO SIIMKA JOJDKEH OBITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1APOJIb;
5. Ecimm ecThb BO3MOXKHOCTH HamMcaTh CaMOMY CBOM JIMYHBIM BOIPOC, HCIOJIB3YH ATy
BO3MOKHOCTB;
6. HMcmons3yih HECKOJIBKO TIOYTOBBIX SIIMKOB. [lepBbIil juisi 4acTHOW MEpPeNnucKu ¢
azpecaTaMu, KOTOPBIM Thl IOBEPSCIIb. ITO 3JIEKTPOHHBIN aipec HE HAI0 UCIOJb30BaTh MPHU
perucTpauuu Ha (popyMax u caiTax;
7. He oTkpbIiBaii (hailyibl U Apyrue BIOXKEHUS B MUCbMaX, JIaXKe€ €CJIM OHU MPUIILIM OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABJISIIM JIM OHU TeOe 3TH (paiiibl;
8. Ilocne okoH4aHus paOOTHI HA TOYTOBOM CEPBHUCE MEPE 3aKPHITHEM BKJIAJIKH C CATOM HE
3a0y1p HaXkaTh Ha "BeiiiT".

Ku0epOynimHr njimn BUPTyaJbHOE U31€BATEIbCTBO
KuOepOyuMHr - npecieioBaHie COOOIIEHUSIMU, COJIEpKAIlUMHU OCKOPOJIEHHUSI, arpecCuio,
3alyruBaHKe; XYJIMIAaHCTBO; COLMAIBbHOE OOWKOTHPOBAHME C TOMOUIBIO Pa3IMYHBIX
WHTEPHET-CEPBHCOB.
OcHOBHBIE COBETHI 110 00pbLOe ¢ KHOEPOYVIHHIOM:
1. He Gpocaiicst B 60ii. JIyumuii crmoco6: mocoBeTOBATHCS Kak ceOsl BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTUTHCS, TO BHayajl€ YCIMOKOUTHCA. Ecim Thl HaYHENmb OTBEYaTh
OCKOPOJICHUSIMU HA OCKOPOJICHUS, TO TOJIBKO €111e OOJIBITIE Pa30KKEITh KOHPIUKT;
2. Yrpaiisiii cBoeil KubepperyTaluei;
3. AHoHumMHOCTH B ceTH MHHMas. CyIecTBYIOT CHOCOOBI BBIICHHTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;
4. He cTOUT BECTH XyJIUTaHCKUW 00pa3 BUPTYalbHOM *ku3HU. UHTEpHET PUKCUpyeT Bce TBOU
JEUCTBUS U COXPAHSIET UX. Y TAJIUTh UX OyAeT KpalHe 3aTPYIHUTEIIbHO;



5. Cobmroait cBOO BUPTYaAJIbHYIO UECTh CMOJIOAY;
6. Urnopupyit equHuunbiii HeratuB. OIHOPA30BbIE OCKOPOUTEIbHBIE COOOIIECHUS JIy4Ile
urHopupoBatb. OOBIYHO arpeccus MpeKpanaeTcss Ha Ha4allbHOM CTaIuu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOUIECHUSIMU, B COI[MATBHBIX
CEeTSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIICHHM C OIIpeIeNIEHHBIX aJIpeCcOB;
8. Ecim t1b1 cBumerens kuOepOymiunra. TBow JHEWCTBUS: BBICTYNHUTh TMPOTHUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JEeHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJACPKATh
KEPTBY, KOTOPOM HY)KHA IICUXOJOTUYECKasl IOMOIIb, COOOIIUTH B3pPOCIbIM O (haKTe
arpeCCUBHOIO MOBECHUS B CETH.

MoonabHbIH TesiedoH
CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIETHI COJEPKAT B ce0e BIIOJIHE B3POCIbIA (PYHKIIMOHA,
U TENepb OHU MOTYT KOHKYPUPOBATH CO CTAIMOHAPHBIMU KOMIIbIoTepaMu. OTHAKO, CPEJICTB
3aIIUTHI U1 TOJJOOHBIX YCTPOMCTB MOKA O4Y€Hb MaJio. TecTUpoBaHKUE U MOUCK YSI3BUMOCTEH
B HUX MPOUCXOJUT HE TaK UHTeHCUBHO, Kak i [IK, To ke camoe kacaeTrcst 1 MOOUIIbHBIX
TIPUIOKECHU M.
CoBpeMeHHbIE MOOWIbHBIE Opay3ephbl YK€ MPAKTUYECKU JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacuiupeHue (pyHKIMOHANa BJIEUET 3a COOOM OOJBIIYIO CIOXKHOCTh U MEHBIIYIO
3alIUIIEHHOCTb.
Jlaneko He BCe MPOU3BOAMUTEIM BBIMTYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOIINE KPUTUUYECKHUE
YSI3BUMOCTH JIJISI CBOUX YCTPOWCTB.
OcHOBHBIE COBETHI /Il 0€30MaCHOCTH MOOMJILHOIO TesiedoHa:
Huuero He sBisieTcst mo-HacTosieMy OecriaTHbIM. Byabs ocToposkeH, Bellb Korja tebde
npeiararoT OeCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO IMIATHBIC YCIYTH;
Hymait, mpexne ueM otrpaBuTh SMS, ¢hoto unum Buaeo. Thl TOUHO 3HACIIIB, TAC OHU OYIYyT B
KOHEYHOM UTOTE?
Heo6xo01uMo 0OHOBIISITE ONMEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;
Wcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBbI ISl MOOMJIBHBIX TelIe(DOHOB;
He 3arpyxaii npuioxeHusi OT HEW3BECTHOIO MCTOYHHMKA, BEIb OHU MOTYT COJAEpPKaTh
BPEJOHOCHOE MPOrpaMMHOE 00€CTIEUEHNUE;
[Tocne Toro kak Thl BBHIMJCHIb C caiiTa, TJe BBOAWI JIMYHYIO WH(OpMmaiuio, 3aiiau B
HACTPOWKH Opay3epa u yaanu cookies;
[lepuoauyecku nMpoBepsiid, KakKKe MIaTHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBO¥1 HOMEP MOOUIBLHOTO TeledoHa TOJIBKO JIFOMSIM, KOTOPHIX Thl 3HACHIb U KOMY
JOBEPSIEIIIb;
Bluetooth momkeH ObITH BBIKIIOYCH, KOTAa Thl UM HE IMOJb3yelibcs. He 3a0biBail mHOTIA
POBEPSTH 3TO.



Online urpsl
CoBpeMEHHbIE  OHJIAWH-UIPbl - 3TO KpacoO4HbIE, 3aXBaTbIBAIOLIUE Ppa3BICUECHMUS,
00BEIMHAIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. Urpoku ncciaenyroT JaHHbIA UM MUD,
oOWIAtOTCs IpYT € APYrOM, BBINOJMHSIOT 3aJaHMsl, CPAKAIOTCA C MOHCTPAMHU M IMOJIy4aroT
OMBIT. 3a YyJIOBOJBCTBUE OHM IIATAT: MOKYHAIOT AHMCK, OIJIAUYMBAIOT A0OHEMEHT WM
IpUOOPETAIOT KAKUE-TO ONLUU.
Bce ati cpeacTBa uayT Ha nmojAepKaHUE U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEpUICHCTBYIOTCS CHCTEMbl aBTOPHU3AIlMHU, BBIMYCKAIOTCS HOBbIE NaTud (IU(POBHIC
3aIUTATKH JUJIS IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogo0HBIX UTpax CTOUT OnacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaXKH TBOETO
aposisi, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3AIMK OOJILIIMHCTBA UTP.
OCHOBHBIE COBETHI 0 OE30MACHOCTH TBOETO UTPOBOT0 AKKAYHTA!
1. Ecniu npyroii urpox BeeT cedst II0X0 WK CO3JaeT TeOe HENPUSITHOCTH, 3a0JI0KUPYH €ero
B CIIUCKE UTPOKOB;
2. Iloxany¥icss aAMMHACTPATOPaM UIPhI HA IJI0X0€ MOBEIEHUE ATOI0 UTPOKA, JKEIATEIbHO
IPWIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB;
3. He ykaspiBait mnuHyto nH(pOpMaInio B mpodaiiie urpsl;
4. YBaxail Jpyrux y4aCTHUKOB IO UTPE;
5. He ycranaBnuBaii Heo(uiinaabHbIE MaTYU U MO/JIBL;
6. cnonp3yil c10KHBIE U pa3Hble NapOJIH;
7. Jlaxxe BO BpeMs WMIpbl HE CTOUT OTKIIOYaTh aHTUBHpYyC. Iloka Thl urpaemnib, TBOW
KOMITBIOTEP MOTYT 3apa3uTh.
@UIIMHT WM KPaKa JUYHBIX JaHHBIX
OOBIYHOM Kpa)kel JEHET U JOKYMEHTOB CErOHs YK€ HUKOTO HE YAUBHILb, HO C Pa3BUTHEM
VUHTEPHET-TEXHOJIOTUI 3JIOYMBIIUIIEHHUKA NEPEMECTUINCh B HHTEPHET, W IPOJOJIKAIOT
3aHUMATbCA "MIOOUMBIM" 1€TTOM.
Tax mosiBUIach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WJIM (DUILUHT, TJIaBHAs LEJb
KOTOPOTO COCTOMUT B MOJTYYEHUHM KOH(PUACHINAIBHBIX JaHHBIX MOJIb30BATENEH - IOTUHOB U
naposieir. Ha anrnuiickom sizbike phishing unraercs kak dumuanr (ot fishing - peioHas 0B,
password - mapoJib).
OcHOBHBIE COBETHI 110 00pbOe ¢ PUIINHIOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciii Tl mOJ03peBaelb, YTO TBOSI aHKeTa Oblila B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATH €€ U COOOIIUTHh aAMUHUCTPATOpPAM pecypca 00 3TOM Kak
MO>KHO CKOpEE;
2. Vcionn3yii Oe3omacHble BeO-CailThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM;
3. Mcnonp3yii CloXHBIE W pa3Hble Mapoiu. Takum oOpa3oMm, ecnu TeOs B3JIOMAOT, TO
3JI0yMBIIUIEHHUKHA MOJy4YaT JOCTYIN TOJBKO K OJHOMY TBOEMY MPO(UIIIO0 B CETH, a HE KO
BCEM;
4. Ecaun 1e0s B37IOMad, TO HEOOXOIMMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no0aBJeHbl Y TeOs B IPY3bsiX, O TOM, YTO T€Os B3JIOMAIU U, BO3MOXKHO, OT TBOEr0 UMEHU
OyZeT paccbuIaThCs CllaM U CChUIKM Ha (DUITMHTOBBIE CalThI;
5. Ycranou HanaexHbii napoiis (PIN) Ha MOOMITBHBIH TenedoH;
6. OTKiII04M coXpaHEeHUe napoJisi B Opaysepe;
7. He oTkpbIBaii (ailsiel ¥ Apyrue BIOKEHUS B MUCbMaXx, Ja)Ke €CJIM OHU MPHUIIIA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTTIPABJISUIIN JIM OHU TeOe 3TU (pailibl.

n¢dposas penyrauus



[MudpoBast pernyrauusi - 3TO HeraTUBHAs WIM MO3UTHBHas MHGOpMalus B CeTH O TeOde.
KommpomeTupytomass uHpopmaiys, pa3MelieHHass B HMHTEPHETE, MOXKET CEpPhE3HBIM
00pa3zoM O0Tpa3uThCs Ha TBOEH peanbHOM >ku3HU. "L{ndpoBas penyranus" - 3T0 TBOM UMUK,
KOTOpbIN hopMupyeTcst u3 nHopmaluu o Tede B UHTEPHETE.
TBOe MecTo KUTENbCTBA, YyueObl, TBOE (PUHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapakTepa 1
pacckasbl 0 OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.
MHorue moJpoCTKU JIETKOMBICIEHHO OTHOCSTCS K IMyOJMKAaIMU JTUYHOW HHGOpMALMK B
NuTepHeTe, HE MOHMMAsT BO3MOXKHBIX MOCHEACTBUU. ThI Aa)e HE CMOXKEUIb J0TaaaTrbCs O
TOM, 4TO (oTorpadusi, pasMemeHHas 5 et Ha3a, cTajga MPUINHON 0TKa3a MPUHATH TeOs Ha
paborty.
KommenTapuu, pa3menienue TBoux ¢ororpaduil U Apyrue AeHCTBUS MOTYT HE HCUYE3HYTh
JaKe TI0CTIe TOTO, KaK Thl MX YAAJIWIIb. Thl HE 3HACIIh, KTO COXpPAHWI 3Ty WH(OpMAITHIO,
1onasa Ju OHA B IIOMCKOBBIE CUCTEMBI M COXPAHMWIIACH JIM OHA, a IJIaBHOE: YTO MOJYMAIOT O
TeOe OKpY’KaIOIIKE JIIOAN, KOTOpbIe HAUAYT U YBUAAT 3T0. Haiftu nndopmaruio MHOTO Jiet
CITyCTsI CMOKET JIF0OOM - KaK U3 I00pbIX NOOYKICHU, TaK U C HAMEPEHUEM TPUYUHUTH BPEJI.
DTO MOXKET OBITh KTO YTOJHO.
OcHoBHBIE COBETHI N0 3amUTe NM(POBOI penyTalnu:
1. Ilonymaii, mpexae 4eM 4YTO-TO MyOJIMKOBAaTh M MepeaaBaTh y ceOsi B Ojore Wid B
COIIMAJIbHOM CETH;
2. B HacTpoiikax mpoduis yCTaHOBH OTPAaHUYEHUS HA MPOCMOTP TBOETO MPOMUIIS M €ro
COAEPKUMOT0, CAENAN €T0 TOJIBKO "I Apy3en';
3. He pa3Memaii n He yka3biBail HH(DOpMAITHIO, KOTOPasi MOYKET KOT0-THO00 OCKOPOJISATEH WITH
00MXaTh.
ABTOpPCKOE IPaBo
CoBpeMeHHbIE IIKOJILHUKU - aKTUBHBIC MOJIb30BaTENU 1U(PPOBOTO MpocTpancTBa. OHAKO
JTAJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAaHWE MHOTUMHU BO3MOXKHOCTSMHU IMGPOBOrO MUpPA
TpeOyeT cCOOJII0ICHUS TTPaB Ha UHTEIICKTYaJIbHYIO COOCTBEHHOCTb.
Tepmun "uHTEMIEKTyajdbHass COOCTBEHHOCTH' OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YEeJIOBEUECKOr0 yMa, HayuMHas C HOBBIX H300pPETEHHM M 3HAKOB, O0003HAYAIOIIMX
COOCTBEHHOCTh Ha TMPOAYKTHI W YCIAYyTH, M 3aKaHuWMBasi KHUTaMu, QoTorpadusimu,
KMHO(PUIBMAaMH U MY3bIKAJIbHBIMU MPOU3BEICHUSIMU.
ABTOpCKHE TpaBa - 3TO MpaBa HAa MHTEIUICKTYAJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HAyKH, JINTEPATYyPhl U UICKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B KAYECTBE rapaHTUU TOTO,
YTO HWHTEJUICKTYaJIbHBIM/TBOPUECKUM TPYyJ aBTOpa HE OyAeT HampacHbIM, AacT €My
CIIpaBEIJIMBbIE BO3MOXHOCTH 3apabOTaTh Ha pe3yjbTarax CBOET0 TpyJa, MOJYYUTh
U3BECTHOCTh U Mpu3HaHue. HuKkTo 6e3 paspelieHus aBTopa HE MOKET BOCIIPOU3BOJIUTH €TI0
MPOU3BEJICHUE, PACTIPOCTPAHSITH, TyOJINYHO JEMOHCTPUPOBATH, TPOJABATh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJUYHO UCTIOJIHATD, MTOKA3bIBATH/UCTIONHATH B A(UPE WU pa3MeIIaTh
B lHTepHeTe.
Hcnonp3oBanue "muparckoro" MmporpaMMHOTO OOECTIEUeHUsS] MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO yCTPOMCTBA, TIE
YCTaHOBJICHA HEJIeTalIbHAs Tporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajibHbIe U O€CTUIATHBIC MPOTPAMMBI, KOTOPbIE MOXKHO HANUTH B CETH.
O nopraJe
CeTeBHYOK.p - TBOIl IJIaBHBIH COBETYMK B CeTH. 3/1eChb Thl MOXKellb Y3HATh O
0€30MacHOCTH B CeTH NMOHATHBIM U JOCTYNHBLIM SI3bIKOM, a4 NPU BO3HUKHOBEHHH
KPUTHYECKON CHUTyanuu OOpPATHUTHCH 32 COBETOM. A TaKi:Ke NPUHATH Y4YacTHe B
KOHKYPCaxX U CTAaTh CaMbIM HM(POBBLIM IPaKIAHUHOM!



