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NHOOPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIUXCS JJISA PASMEIIEHUSA
HA O®OUINAJIBHBIX UTHTEPHET-PECYPCAX

C KaxabIM roJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a MIKOJbHUKHU OJIHU
M3 CaMbIX aKTUBHBIX NOJIb30BaTene Pynera. Mexny TeM, HOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOoOJIeMbl. JTa MaMaTKa J0KHA TOMOYb Tebe 0e301acHo
HaXOJUTHCS B CETH.

KomnbioTepabie BUPYChI
KoMmmnbroTepHblid BUPYC - 3TO PA3HOBUIHOCTH KOMITBIOTEPHBIX MPOrpaMM, OTIUYUTEIBHON
O0COOCHHOCTBIO KOTOPOH SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUI0. B nomonHeHne k 3Tomy,
BUPYChl MOTYT TIOBPEAWTh WU TOJHOCTbIO YHUYTOXKUTH Bce (Qailibl U JaHHbBIE,
MOJIKOHTPOJIbHBIE T0Jh30BATEN0, OT HUMEHHM KOTOpOTO Oblla 3amyllieHa 3apa)KeHHas
porpaMma, a TakKe MOBPEAUTh WU J1a’K€ YHUUTOXKHUTH ONEPALMOHHYIO CUCTEMY CO BCEMH
daiinamu B 11e710M. B O0JIBIIMHCTBE ClTydaeB paclpoCTPaHSIIOTCS BUPYCHI Yepe3 HHTEPHET.
MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:
1. Wcnosp3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMBI, MMEIOIINE CEPbE3HBI YpOBEHb
3alIUThI OT BPEJIOHOCHBIX MPOTPAMM;
2. IlocTossHHO ycTaHaBnuBaid mNayTH (LUUQPPOBBIE 3aIJIATKH, KOTOpPHIE aBTOMATHYECKHU
YCTaHABJIMBAIOTCS C LEIbI0 JAOPA0OTKM MpPOTpaMMbl) WU JApPyrHe OOHOBIIEHUS CBOEH
onepainuoHHo# cucteMbl. CkaunBail UX TOJNBKO ¢ oduimaaprHoro caira pazpadorunka OC.
Ecnu cymiecTByeT pexuM aBTOMaTUYECKOTO OOHOBIIEHUS, BKIIFOUH €T0;
3. PabGotaii Ha cBOEM KOMIIbIOTEPE MO/]T IPAaBaMH MOJIb30BATENS, @ HE a]MUHHUCTPATOpa. ITO
HE TMO3BOJUT OOJBIIMHCTBY BpPEIOHOCHBIX MPOrPAMM HHCTAJNIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;
4. HWcnons3yii aHTUBHUPYCHBIE NPOTrpaMMHbIE MPOAYKTHl M3BECTHBIX MPOU3BOAUTENEH, C
aBTOMATUYECKUM OOHOBJIEHHEM 0a3;
5. Orpannub PU3NYECKUN JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHUX JIMII,
6. Wcnonb3yii BHENTHWE HOCUTENW MH(POpPMAILUU, Takue Kak (iernika, Tuck uiu ¢aii u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB;
7. He oTKpbIBail KOMIIBIOTEPHBIC (haiiiibl, MOTYYECHHBIC U3 HEHAJAC)KHBIX NCTOYHUKOB. Jlaxke
Te (pailiibl, KOTOpbIE IPUCIIA TBOW 3HAKOMBIN. JIydllle yTOUHH y HET0, OTIIPABJISI JIU OH TeOe
ux.
Cern WI-FI
Wi-Fi - aT0 He Buj niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeH 1, Mapka. Eie B
1991 rony Hunepaanackas kommnanus 3apeructpupoBaia opens "WECA", uto o603Hauano
cinoBocouetanue "Wireless Fidelity", koTopblit mepeBoAUTCS Kak "OecrpoBOAHAS TOUHOCTD'.
Jlo Hamero BpeMEHH Jomia Japyras a0OpeBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHonorue. Jro abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha
CTaHAapT BhICIICH 3ByKoBOM Texuuku Hi-Fi, uTo B mepeBoie o3HayaeT "BbICOKAs TOUHOCTH'".
Jla, OecriaTHBI WMHTEPHET-IOCTYIT B Kade, OTEISIX U adporopTax SBISICTCS OTIUYHOU
BO3MO>KHOCTBIO BBIXOJ]a B MHTEpHET. HOo MHOTHE 3KCIepThl CYMTAIOT, YTO OOIIEIOCTYITHBIE
Wi-Fi cetn He sBIIsitOTCS 0€30MaCHBIMH.
CoBeTbl 10 0€30MaCHOCTH Pa0OTHI B 001IeT0CTYNMHBbIX ceTsax Wi-fi:

1. He nepenasaii cBoro JuuHyro uHbopMaiui yepes odmeaoctynubie Wi-Fi cetu. PaGotas
B HUX, )KEJIATEIbHO HE BBOJUTH MApOJIU JOCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;



2. Wcnonb3yit 1 OOHOBIISIH aHTUBUPYCHBIE MpOrpaMMmbl U OpaHaMayep. Tem caMbIM Thbl
o0e3omacuiiib ce0st OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;
3. Ilpu ucnonwzoBanuu Wi-Fi otkmoun dyukiuto "O06mumii qoctyt K aiiiaam u npuHTepam'.
JlanHast QyHKIUS 3aKphITa IO YMOJIYAaHUIO, OJIHAKO HEKOTOPHIE MOJIb30BATEIN aKTUBUPYIOT
ee JIJIs1 yIo0CTBa UCIIOJIb30BaHUs B paboTe WiH y4eoe;
4. He ucnonp3yit myoauunsiit WI-FI qis nepenaun mudHbBIX JaHHBIX, HAPUMED TS BBIXO/a
B COLIMAJIBHBIEC CETH WU B 3JIEKTPOHHYIO TIOUTY;
5. Ucnonb3yit Toabko 3amuinenHoe coeaquuenue uepe3 HTTPS, a ne HTTP, T.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";
6. B mo6unbaOM Tenedone otkmoun ¢pyakiuio "[loakmouenne k Wi-Fi aBromatnueckn".
He pomyckaii aBTOMaTW4eckoro MOAKIIOUEHUS yCTpoiicTBa k ceTsim Wi-Fi 6e3 TBoero
corjacusl.
CoumnajbHble CeTH

ConuanbHble CETH aKTUBHO BXOJIAT B HAIIY KM3Hb, MHOTHE JIFOJIU PA0OTAIOT U KUBYT
TaM MnocTosiHHO, a B Facebook yke 3apeructpupoBaH MUIIITHAp]T YEJIOBEK, UYTO SIBISIETCS
OJIHOM CEeAbMOM BCEX JKUTENIEW IUIAHEThl. MHOTHME MOJb30BaTEIM HE IMOHMMAIOT, YTO
uHdopmalusi, pa3MelleHHass HWMH B COIMAJIBHBIX CETSIX, MOXKET ObITh HaWaeHa U
HCITI0JIb30BaHA K€M YTOJTHO, B TOM YHCJI€ HE 00s13aTE€IBHO C OJaruMu HAMEPEHUSIMH.

OcHOBHBIE COBETHI MO 0€30MACHOCTH B CONMAJIBHBIX CeTHX:
1. Orpannub cucok Apy3en. Y 1e0s B Apy3bsiX HE JOJKHO OBITh CIIyYalHBIX U HE3HAKOMBIX
JIIOJICH
2. 3amuuiail CBOIO YacTHYIO *u3Hb. He yka3biBail maposu, TenedoHsl, agpeca, 1aTy TBOErO
POXKACHUS U JPYTYIO JTUYHYI0 HHPOPMAIUIO. 3JI0YMBIIIJIEHHUKHA MOTYT UCTOJIb30BATh JIaXKe
MH(OpMAIIMIO O TOM, KaK Thl U TBOU POAUTENH TUIAHUPYETE MPOBECTH KAHUKYJIBI;
3. 3amuuai CBO penyTaluio - IEp>KU €€ B YUCTOTE U 3a/1aBail ce0e BOMpOcC: XOTeN Obl ThI,
YTOOBI APYTHE MOJIb30BATENN BUIEIH, UTO ThI 3arpyskaeins? [logymaii, mpexie ueM 4To-To
OMyOJIMKOBATh, HAITUCATh U 3aTrPY3UTh;
4. Ecnu Thl TOBOPUIIB C JIFOJIbMU, KOTOPBIX HE 3HACIIb, HE HUCIOJIb3yil CBOE peaJbHOE UMS U
JIPYTYIO JINYHYIO UH(OOPMAITUU: UMSI, MECTO KUTEIHCTBA, MECTO YUeObl U TIPOYEE;
5. W306erait pasmemienus Gororpaduii B UuTepHeTe, rj1e Tl n300pakeH Ha MECTHOCTH, TIO
KOTOPOH MOKHO ONPEJEIUTh TBOE MECTOIIOJIOKEHUE;
6. [Ipu peructpanuu B COIMAIBHONW CETH HEOOXOJMMO HCIIOJB30BATH CJIOKHBIE TapoJH,
cocTosiiue u3 OyKB ¥ U(p U ¢ KOJMYECTBOM 3HAKOB HE MEHEe §;
7. Jlns conuanbHOM CETH, MOYThl M JIPYTrUX CANTOB HEOOXOJMMO HCIOJIL30BaTh pPa3HBIC
naponu. Torna ecnu TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJyYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.
JJIeKTPOHHBbIE ICHbI'H

DJIEKTPOHHBIE JIEHBIUW - ATO OYEHb YIOOHBIM CIOCOO IJIaTeXKeW, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJIYYUTh 3TU JEHBIU.
DNEKTpPOHHbIE JIEHbI'M MOSIBUWINCH COBCEM HEAABHO W MMEHHO HM3-3a 3TOT0 BO MHOTHUX
rocyJlapcTBax JI0 CUX MOp HE MPOMUCAHO PO HUX B 3aKOHAX.
B Poccuu sxe oHU (YyHKITMOHUPYIOT U O HUX YK€ MPOTIMCAHO B 3aKOHE, TJI€ UX Pa3/IeIIsioT Ha
HECKOJIBKO BUJIOB - aHOHMMHbBIEC U HE aHOHUMHBIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peliaeTcsi MPOBOAWTH omepanuu 0e3 UAeHTU(UKAIUU TOIh30BaTeNs, a B
HEAHOHUMHBIX UACHTU(UKAINS TIOJTB30BATENS SIBIISIETCS 0053aTEILHOM.
Takke ciemyeT pa3iauyarh dSJEKTPOHHbIE (UATHBIE ACHBIM (PaBHBI T'OCYJAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(UATHBIEC IEHbIU (HE PABHBI TOCYAAPCTBEHHBIM BAIIIOTAM).
OcHoBHBIE COBeTHI 10 0€30MACHOI padoTe ¢ IJIEKTPOHHBIMHU JIEHbIAMMU



1. IlpuBsiku Kk cueTy MOOWIBHBIM TeneoH. DTo camblii yAO0OHBIA W OBICTPBIM CIIOCOO
BOCCTAHOBUTH JOCTYI K cyery. [IpuBs3aHHBII Tene@oH MOMOXKET, eciid 3a0yJelib CBOU
IJIATEKHBIN NTApOJIb WM 3aMICIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;
2. Wcnonwe3y#t ogHopasoBbie maposu. [locie mepexona Ha yCHICHHYIO aBTOpHU3AIMIO TeOe
yKe He OyZIeT yrpokaTh OMAaCHOCTh KPaXKu WIIM MepexBaTa IIaTeKHOTO MapoJis;
3. Beibepu ciioxHbli napoib. [IpectynHukaMm OyAeT HEe MPOCTO yrajaaTh CIOXKHBIA MapOlb.
HanexHplie napomu - 3T0 mapoJid, KOTOPBIE COIEPkKAT HE MEHEE § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIC W MPOMUCHBIE OYKBHI, TU(PPHI U HECKOJIHLKO CHMBOJIOB, TAKHE KaK 3HAK J0JIIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hammpuwmep, $tROng!;;
4. He BBOJIM CBOM JINUHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAS MOYTA

DJIEKTPOHHASI TIOYTA - 3TO TEXHOJIOTHSI U MPEIOCTABISIEMBIE €10 YCIYTH MO MEPEChUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOUIEHUH, KOTOPBIE PacHpeesioTCsd B KOMIIBIOTEPHOU CETH.
OOBIYHO ~ DJIGKTPOHHBIM  TOYTOBBIA  SIIUK  BBIVISAUT — CIEAYIOINIMM  00pa3oM:
UMs_TI0JIb30BATEISI(@UMS_JTIOMeHa. Takke Kpome IMepefayd IMPOCTOro TEKCTa, MMEETCS
BO3MOKHOCThH MepeiaBaTh (pailibl.
OCHOBHBIE COBETHI 110 OE30IMaCHOM pabOTe C IEKTPOHHOM MOUTOM:
1. Hamo BbIOpaTh MpaBUIIBHBIN MOYTOBBIA cepBUC. B MHTEpHETE €CThb OrpOMHBIN BHIOOD
OecCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJHAKO JYUIIIE IOBEPSATH TEM, KOT'O 3HACIIIb U KTO MEPBHIi
B PEUTHHIE;
2. He yxa3piBail B JIMYHOHN mouTe JMyHyr0 uH(popmanuio. Hampumep, mydie BbIOpaTh
"My3bIKaJIbHBIN _(paHaT@" wim "pok2013" BmecTo "temal3";
3. Mcrionp3yl ABYX3TAMHYIO ABTOPU3ALMIO. JTO KOTa HOMUMO MapOJIsi HY’KHO BBOJAUTH KO/,
IpUChUTAEMBIN 0 SMS;
4. BwiOepu clOXHBIM mapoib. s Kakaoro MOYTOBOTO SIIHMKA JOKEH OBbITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;
5. Ecimn ectb BO3MOYHOCTH HAIMCcaTbh CaMOMY CBOM JIMYHBIA BOIIPOC, HUCIIOJB3YH 3Ty
BO3MOXHOCTB;
6. Hcnonb3yli HECKOJBKO TOYTOBBIX SIIUKOB. lIepBbI 171 4YacTHOW NEPENUCKU C
aapecaTaMu, KOTOPBIM Thl JOBEPSEIb. DTO 3JIEKTPOHHBIN aJIPEC HE HAJI0 UCIIOIb30BaTh IPU
perucTpanuu Ha popyMax U caiTax;
7. He oTkpbiBaii daiiiabl 1 Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU MPUIILTA OT TBOUX
npy3ei. Jlydie yTouHH y HUX, OTHPABJISUIIN JIM OHU TeOe 3TU (ailiibl;
8. [1ocne okoH4uaHUst pabOTHI HA TOYTOBOM CEPBUCE MEPE]I 3aKPHITUEM BKJIAJKHU C CAUTOM HE
3a0yap HaXxaTh Ha "BeiidTu".

KubepOynauHr ujim BUPTyaJbHOE U3/1€BATEIHLCTBO
KubepOyumHr - npeciienoBaHue COOOIIEHUSIMU, COJIEPKAITUMU OCKOPOJICHHUSI, arpeCcCHIO,
3alyTUBaHUE;, XYJUTAHCTBO, COIMAIbHOE OOWKOTUPOBAHME C TOMOIIBIO Pa3IMYHBIX
VHTEPHET-CEPBUCOB.
OcHoBHBIE cOBeTHI 10 00pHOE ¢ KUOEPOYJIIMHIOM:
1. He Gpocaiics B 60it. JIyummii crioco6: TOCOBETOBATHCS Kak ce0sl BECTU U, €CITU HET TOTO,
K KOMY MOXHO OOpaTUTbCS, TO BHA4ajlie YCHOKOUThCSA. EciM Thl HaYHENb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO €111e OOJIBIIE pPa30kKeITh KOHDIUKT;
2. Yupasnsii cBoel kubeppermyTaiuei;
3. AHOHUMHOCTH B ceTH MHUMas. CyIIECTBYIOT CHOCOOBI BBISICHUTb, KTO CTOWUT 3a
AHOHUMHBIM AKKAYHTOM;
4. He cTouT BeCTH XyJUraHCKU 00pa3 BUPTYyaabHOM *Ku3HU. HTEpHET (PUKCUPYET BCE TBOU
JEUCTBUS U COXPAHAET UX. Y IaluTh UX OyAET KpailHe 3aTpyAHUTENbHO;



5. Cobnronait CBOIO BUPTYaJIbHYIO YECTh CMOJIOAY;
6. Urnopupyit enunuunbiii HeratuB. OHOPa30Bble OCKOPOUTENbHBIE COOOILIEHUS JTyYllle
urHopupoBatb. OOBIYHO arpeccus MpeKpaniaeTcsi Ha Ha4allbHOM CTaIuu;
7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIEHHUSMHU, B COIMATBHBIX
CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIIPABKH COOOIIIEHU C OMPEICTICHHBIX aJPECOB;
8. Ecmu Tb1 cBugerenp kubepOyiuHra. TBOWM  JEHCTBUA: BBICTYIUTh IPOTUB
npecieaoBaTeNs, MoKa3aTh €My, YTO €ro JEWCTBUSL OLIEHUBAIOTCS HETaTUBHO, MOJIEPKATh
XKEPTBY, KOTOPOH HYXHA TICHXOJOTHYECKas IOMOIb, COOOIIUTH B3POCIHBIM O (haKTe
arpeCCUBHOIO MOBEICHUS B CETH.

MooOniabHbIi TesedoH
CoBpeMenHbIe cMapTHOHBI U TJIAHIIETHI COACPIKAT B ce0e BIOJTHE B3POCIBIA (HYHKIIMOHAT,
U TENepb OHU MOTYT KOHKYPUPOBATh CO CTAIlMOHAPHBIMU KOMIbloTepamMu. OHAKO, CPEICTB
3aIUTHI JJI TOJJOOHBIX YCTPOMCTB MOKA OUYEHb MaJlo. TecTUpoBaHUE U MOUCK YSA3BUMOCTEH
B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak i [1K, To e camoe xacaercs U MOOMIBHBIX
IIPUIIOKEHHM.
CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPaKTUYECKH JIOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO paclIMpeHre (QPyHKIMOHAIA BJIEYET 32 COOOW OOJIBIIYIO CIOKHOCTh M MEHBIIYIO
3alIUIIEHHOCTb.
Jlaneko He Bce MPOU3BOAMUTENM BBIMYCKAIOT OOHOBJICHMSI, 3aKpBIBAIOIINE KPUTUUYECKUE
YSI3BUMOCTH JIJISl CBOUX YCTPOUCTB.
OcHOBHBIE COBETHI 1JIA 0€30IIAaCHOCTH MOOMJIBLHOIO TeJie(poHa:
Huuero He sBisieTCsi mo-HAcCTOsIIEMYy OecIUIaTHBIM. ByJb OCTOpoOXKeH, BeAb Korjma Tede
npeiaratoT OeCIIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO MIATHBIC YCIYTH;
Jymaii, npexae yeM otnpaButb SMS, ¢poto v Buaeo. Thl TOYHO 3HACIIB, T/I€ OHU OyAYT B
KOHEYHOM UTOTE?
Heo6xoammo 0OHOBIIATH ONIEPAIMOHHYIO CHCTEMY TBOET0 CMapT(hOHa;
Hcrnonb3yit aHTUBUPYCHBIE POTPAMMBI 111 MOOMIIBHBIX TEJIe(POHOB;
He 3arpyxail nmpuioXeHuss OT HEU3BECTHOIO HCTOYHUKA, BEIb OHU MOTYT COAEpKaTh
BPEJOHOCHOE MPOTPaMMHOE 00€CTICUeHNE;
[Tocne Toro kak Thl BBIWJCHIL C caifTa, IJ€ BBOAWJ JMYHYIO HHGOPMAIIMIO, 3aiiiu B
HACTPOWKH Opay3epa u yaanu cookies;
[leproauyecku NpoBepsiil, KAKUE TJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOil HOMEp MOOMJIBHOTO Telae(OoHa TOJIBKO JIOJSAM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEpPSICIIIb;
Bluetooth momxen ObITH BBIKIIIOYEH, KOTJa Thl UM HE MOjb3yelibes. He 3a0biBail nHOTIA
MPOBEPSTH ITO.



Online urpsi
CoOBpeMEHHBIE  OHJAMH-UIPBI - O3TO KpPACOYHbIE, 3aXBaThIBAIOIIUE Pa3BIICUCHMUS,
00BEIMHSIONINE COTHHU THICSAY YEJIOBEK 0 BceMy MUpY. Irpoku ucciienytoT TaHHbIIH UM MUD,
00IIal0TCsl IPYT C JPYTOM, BBITIOJHSIOT 3aJaHusl, CPAXKAIOTCS ¢ MOHCTPAMM U TIOJY4arOT
OMbIT. 3a YJIOBOJILCTBHE OHM IUIATAT: IMOKYIMAIOT JKMCK, OIUIAYUBAIOT aOOHEMEHT WU
MpUOOPETAIOT KaKUe-TO OMIUH.
Bce a1y cpencTBa uayT Ha MOJAEPKAHUE U Pa3BUTUE UTPHI, a TAK)KE HAa caMy 0€30I1aCHOCTb:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPH3AIlMH, BBIMYCKAIOTCA HOBBIE mMaTtydl (LHU(pPOBBIC
3aIUTATKH JUJISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogo0HBIX UTrpax CTOUT onacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPaKd TBOETO
1apoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMA aBTOPU3ALMH OOJIBILIMHCTBA UT.
OCHOBHBIE COBETHI IO 0€30ITACHOCTH TBOETO UTPOBOr0 aKKAYHTA!
1. Ecu npyroi#t urpok Benet ceds II0X0 UM co3AaeT Te0e HEMPUSATHOCTH, 3a0JIOKUPYH €ro
B CIIUCKE UTPOKOB;
2. Iloxanyiics agMUHUCTPATOpPaM UIPhI HA IIOXOE MOBEACHHUE 3TOTO UIPOKA, JKEIATEIBHO
IIPWIOKUTH KaKHE-TO JOKA3aTeIbCTBA B BU/IE CKPUHOB;
3. He yxa3biBaii muuHyto uHboOpMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;
5. He ycranaBnuBaii HeopuIMaibHbIe MATYU U MO/IBI;
6. Mcnosib3yii CIIOKHBIE U Pa3HBIE MTAPOJIH;
7. Jlaxxe BO BpeMs WIPhl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. [loka ThI mrpaems, TBOU
KOMITBIOTEP MOTYT 3apPa3HTh.
@OUIIUHT WM KPaKa JUYHBIX JAHHBIX
OOBIYHOM KpaXkell IeHEeT U JOKYMEHTOB CErOJHs YK€ HUKOIO HE yJIMBHILb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTHI 3JI0YMBILIIJIEHHUKA TEPEMECTHIINCh B UHTEPHET, W MPOAOJIKAIOT
3aHUMAThC "'MIOOUMBIM" 1€TTOM.
Tak mosiBHIIach HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (UIIUHT, TJIaBHAs IEIh
KOTOPOT'O COCTOMUT B MOJTYYEHUH KOH(PHUACHUUATIBHBIX JAHHBIX MOJb30BaTENIEH - JOTMHOB U
napousieii. Ha anrmiickom si3bike phishing untaercs kak ¢pummsr (ot fishing - peiOHas 0B,
password - mapoJib).
OcHoBHbIE cOBeTHI 10 00pble ¢ GUIIMHTOM:
1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl mOJ03peBaelilb, YTO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATH €€ U COOOIIUTHh aAMUHUCTPATOpPAM pecypca 00 3TOM Kak
MOYHO CKOpEE;
2. Ucnonb3yil Oe3omacHbie BEO-CaThl, B TOM YHCII€, HHTEPHET-MAara3uHOB U MOMCKOBBIX
CUCTEM;
3. Ucnonb3yil cioxHble W pa3Hble mapoiu. Takum oOpazoMm, eciau TeOs B3JIOMAIOT, TO
3JI0yMBIIUIEHHUKHA MOJy4YaT JTOCTYI TOJBKO K OJHOMY TBOEMY MPO(UIII0 B CETH, a HE KO
BCEM;
4. Ecnu Tebst B3OMali, TO HEOOXOAUMO MPEIyNpeauTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
no0aBJeHbl Y T€OsI B IPY3bsiX, O TOM, YTO T€Os B3JIOMaJIM M, BO3MOXHO, OT TBOETO UMEHU
OyZAeT paccbuIaThCs CllaM U CChUIKM Ha (DUITMHTOBBIE CalThI;
5. YcranoBu Haaexubii napois (PIN) Ha MOOWIBHBIN TENe(OH;
6. OTKIIIOUM COXpaHEHHe Mapodisi B Opaysepe;
7. He oTkpbIBaii (aiisibl 1 Apyrue BIOKEHUS B MUChbMaX, JaKe €CJIU OHU MPUILIA OT TBOUX
npy3eil. Jlydiie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3T (ailibl.

Mudposas penyramus



[MudpoBas pernyranusi - 3TO HEraTMBHAsl WM MO3WTHMBHAs MH(OpManus B cetd o Telde.
Kommnpomerupyromas uHopMmaius, pa3MelleHHass B HHTEPHETE, MOXKET CEepPhe3HbIM
00pa3zoM OTpa3uThcs Ha TBOEH peasibHOM ku3HU. "L{udposas penyramus" - 370 TBOW UMUK,
KOTOpbIN hopmupyeTcst U3 nHPopmaluu o Tede B MHTEPHETE.
TBoe MecTo KUTENIbCTBA, YueObl, TBOC (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.
MHorHe TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCS K MyOJWKAWK JHYHONW HH(pOpManuud B
NuTepHeTe, HE MOHMMAsT BO3MOKHBIX MOCJIEACTBUM. ThI TaKe HE CMOXEIIb JOTaAaThCs O
TOM, 4TO (oTorpadusi, pasMenieHHas S5 JIeT Ha3a/l, cTajla MPUYMHON OTKa3a MPUHITH Te0s Ha
pabory.
KommenTapuu, pa3menienue TBoux ¢gororpaduil u Ipyrue IeHCTBUS MOTYT HE UCUE3HYTh
JlaXe TMOCJe TOTO, KaK Thl MX yJIalHiib. Thl HE 3HACIIb, KTO COXPAHWI ATy HH(OpMAIIHIO,
1onasa JM OHA B IIOMCKOBBIE CUCTEMBI M COXPAHWIIACH JIM OHA, a TJJaBHOE: YTO MOJIYMArOT O
TeOe OKPY’KaIOIIKE JIFOIU, KOTOPhIe HAWAYT U YBUAAT 3T0. Haiitu uHpopmMaiuo MHOTO JIeT
CITyCTSI CMOXKET JIF0OOH - KaK U3 I0OPBIX MOOYK/IEHU, TaK U C HAMEPEHUEM IIPUYUHUTD BPE/I.
DTO MOXKET OBITh KTO YTOJTHO.
OcHoOBHBIE COBETHI 0 3aUTe HM(PPOBOM pPeImyTALMH:
1. IMomgymaii, mpexzae yeMm 4TO-TO MyOJMKOBAaTh M TepenaBarh y ceOsi B Oiore wid B
COLIMAJIbHOM CETH;
2. B nactpoiikax npo(uiis yCTAaHOBH OTPaHWYEHHUS HAa MPOCMOTP TBOErO MPO(MIIs U €ro
COZEPKUMOT0, CACIIAN €Tr0 TOJIBKO "I Apy3€en’;
3. He pa3Meinaii u He ykazbpiBail UHPOPMAIUIO, KOTOPasi MOXKET KOT0-JIM00 OCKOPOJISITh WU
00MXaTh.
ABTOpCKOE NPaBo
CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE MOJIb30BaTENU LHU(POBOro mpocrpaHcTBa. OqHako
JAJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHWE MHOTHMMH BO3MOXKHOCTSIMU ITM(GPOBOrO MHUpPA
TpeOyeT cCOOJII0ICHUS TIPaB Ha UHTEIICKTYaJIbHYI0 COOCTBEHHOCTb.
Tepmun "uHTEIEKTyaldbHasi COOCTBEHHOCTH' OTHOCHTCS K Pa3UYHBIM TBOPECHHSIM
YEeJIOBEUECKOr0 yMa, HayuMHasi C HOBBIX HW300pPETEHHM M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTHM, W 3aKaHYuWBas KHUTamu, GoTtorpadusiMu,
KMHO(DHUIEMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEICHUSIMU.
ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEIUICKTYaJIbHYIO COOCTBEHHOCTb Ha IMPOM3BEIICHUS
HAyKH, JIUTEPATyPhl U UCKYCCTBA. ABTOPCKHUE MPaBa BHICTYMNAIOT B KaU€CTBE TApaHTUU TOTO,
YTO HWHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE OyJIeT HalpacHbIM, JacT eMy
CIIpaBeUIMBbIE BO3MOYKHOCTH 3apaloTaTh Ha pe3ysibTaTax CBOEro TpyAa, MOIYYUTh
U3BECTHOCTH U Mpu3HaHue. Hukro 6e3 paspelieHus aBTopa HE MOKET BOCIPOU3BOIUTH €T0
MIPOU3BEICHUE, PACTIPOCTPAHSATH, ITyOIUYHO IEMOHCTPUPOBATH, MPOAaBaTh, UMIIOPTUPOBATH,
MyCKaTh B MIPOKAT, MMyOJIMYHO UCIIOIHATh, MOKA3bIBATH/UCTIONHATh B 3UpPEe WU pa3MeIlaTh
B lHTepHeTe.
Hcnonp3oBanue "mupaTckoro" MmMporpaMMHOTO O00ECTICUEeHUS MOXKET MPHUBECTH K MHOTHM
pUCKaM: OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKH TBOETO yCTPOMCTBA, TIe
YCTaHOBJICHA HEJeTalibHas Tporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JeTalbHbIe ¥ OeCIIaTHBIE MPOTPAMMBI, KOTOPhIE MOKHO HAWTH B CETH.
O nopraJue
CeTeBHYOK.p(p - TBOIl TIJIaBHBI COBETYMK B CeTH. 3/1eChb Thl MO:Kelllb Y3HATH O
0€e30IaCHOCTH B CeTH IMOHATHBIM W JOCTYNHBIM SI3bIKOM, 2 NPU BO3ZHUKHOBEHHUH
KPUTHYECKOH CHUTyalud OOpPAaTHUTHCA 3a COBETOM. A TaKKe NPHUHATH Yy4YacTHe B
KOHKYPCax U CTaTh caMbIM HM(POBBIM rpaKIaAHUHOM!



